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FREEDOM OF INFORMATION REQUEST FOI/013484 — Ransomware attacks

Could you please provide me with the following information under the Freedom of Information Act

(1) Do you deal with computer security in-house or do you use a contractor?

(2) If you use a contractor what is the name of the company?

(3) How much do you pay the contractor?

(4) Who is your Head of IT or equivalent role who has responsibility for making systems secure? Mark Stanton is
Chief Information Officer, for further details go to the Trust website http://dudleygroup.nhs.uk/about-us/board-
ofdirectors/

(5) How much is your Head of IT paid? - The CIO is on a Trust contract with salary specific to him.

(6) How many devices did you have running:

a) Windows XP

b) Windows Vista

¢) Windows 7

d) Windows 8

(7) On which date was the trust informed of the patch for MS-17-010 which protects against the Wannacry exploit?

(8) How many of computers running each of the operating systems above were not patched for MS-17-010 which
would have protected against Wannacry? Please give a separate answer for each operating system.

(9) When do you think you will have phased out all unsupported systems?
(10) How many bed days does the trust estimate have been lost as a result of ransomware attacks in the past three

years?

For questions 1, 2 3, 6, 7, 8, 9 and 10 please see previous responses on the Trust website
http://dudleygroup.nhs.uk/aboutus/freedom-of-information/disclosure-log/and in the search box type in 012904 or
013173 or cyber



